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Vendor Recommended Configuration

Readers are strongly advised to have a basic level of hands-on experience in administering Veeam Backup.

IMPORTANT: After unpacking the Nexsan VHR and installing it in the designated location, please ensure that all steps in Stage One
are fully completed before proceeding to the integration workflow in Stage Two.

Nexsan Support
Global:

e Web: Nexsan.com/support
e  Email: support@nexsan.com

UK Office:

e Phone: +44 (0)1332 596 900
e Email: support@nexsan.com

North America Office:

e Toll-free: +1 866-263-9726
e Phone: +1760-690-1111
e Email: support@nexsan.com

Nexsan® and the Nexsan logo are trademarks or registered trademarks of Nexsan. All other trademarks and registered
trademarks are the property of their respective owners.
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Stage One: Nexsan VHR Unpack, Connect, Power-on

1. Pre-Unpacking Safety Checks

Before opening the box, ensure the following:
A. Confirm the installation rack is ready:
e Adequate space (2U or as required)
e Front and rear access
e PDUs powered and reachable
B. Ensure at least two people are available for lifting—the chassis is heavy.

C. Inspect the packaging for visible damage before opening.

2. Unpacking the Nexsan VHR

A. Place the shipping box on a stable surface near the rack.
B. Use a knife or cutter to remove the packing tape—avoid cutting too deep.
C. Remove the top foam insert.
D. Remove accessories:
e Rail kit
e Power cables
e Screws & cage nuts
e Documentation / quick start cards
E. With two persons, lift the chassis out of the box using the side handles.

F. Place the chassis on a sturdy table or directly in front of the rack.

3. Rack Mounting
NOTE: Two-Person Lift Required

A. Install the Rails
a. Remove the VHR Server rail kit from the accessories box.

b. Install inner rails on the chassis sides.

c. Install outer rails in the rack:

d. Ensure both sides are level.

e. Lock each end securely with rack screws.

B. Slide the Unit into the Rack
a. With two people, lift the unit and align the inner rails with the outer rails.

b. Slide the chassis into the rack until it clicks or locks into place.

c. Use front panel locking screws to secure the unit.
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4. Power Connectivity
The Nexsan VHR system usually includes dual redundant power supplies.

A. Identify PSU1 and PSU2 on the rear.

B. Connect each PSU to separate PDUs for redundancy.

C. Avoid using the same power strip or UPS unless that UPS is redundant.
D.

Confirm both PSU LEDs turn green once powered.

5. IPMI / BMC Out-of-Band Connectivity

The IPMI (Intelligent Platform Management Interface) port allows remote hardware management.

A. Identify the IPMI Port
This is usually a dedicated RJ45 port, often labelled IPMI or BMC.

B. Connect IPMI to Management Network
a. Use astandard Cat5e/6 cable.

b. Best practice, connect IPMI to the management VLAN or isolated admin network. Ensure the
port is not exposed to public networks.
C. Locate the Default IPMI IP Address
BMC IP address appears in the bottom right during POST.
IP address located in 'IPMI > BMIC Network Configuration'in the BIOS

BMC IP:192.168.1.113
BMC IPvE (DHCPvE Stateless): 2R00:23C6:Cd41A:9C01:3EEC:EFFF :FE9A

User: ADMIN  Password: CAN BE LOCATED ON THE FRONT PULL OUT TAB

Use your laptop/desktop with an IP in the same range to connect initially if required

D. Login and Configure Permanent IP
a. Open browser = http://IPMI-IP

b. Loginas ADMIN + “Password”

c. Go to Configuration > Network.

d. Set: i. Static IP address + Subnet mask
ii. Gateway + VLAN (optional)

e. Save and reboot BMC if prompted.
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6. Core Network Connectivity
Once the system is racked and powered, connect the primary network ports.

A. Identify NIC Ports
Nexsan VHR platforms typically include:
e 2 x10GbE / 25GbE ports
o 2 x1GbE ports

e  Optional OCP or add-on NICs

B. Connect Production Network
Connect the 10/25GbE ports to your core switching fabric.

C. Verify Link Activity
Check:
a. Switchport link lights
b. NICLEDs on the server

High-speed NICs must negotiate correctly (auto-negotiation enabled).
D. Readiness Confirmation

Once all above items are complete, you have completed Stage One.
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7. Power-on Nexsan VHR and Configure
A. Read and Accept the EULA.

[Accept]

B. Enter your hostname, then select Next.

C. Set Network as required, then select Next.

Name MAC Address
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D. Set NTP as required, then select Next.

E. Configure the veeamadmin password, then select Next.

F. Setyour MFA
Either follow onscreen instructions, or press Enter if the Show QR code option is selected.
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G. Enter the code from your authenticator app and select OK.
Select Next to continue.

H. Enter the password for the Security Officer.
This account must be a different person to veeamadmin, providing an additional layer of protection for the VHR by
enforcing the 4-eyes rule.
The Security Officer role is designed to ensure that no single administrator can make critical or destructive changes.
Certain actions require approval from both veeamadmin and the Security Officer, significantly increasing security
and preventing unauthorised modifications.

I. Review the setting and select Finish.

Initial Configuration Wizard

License The system has been conf igured with the following
Hostname settings:
Network
Time Hostname: t
Host Administrator nexsanvhril
Security Off icer

> Summary Network configuration:

Mame: enol

MAC Address: 3C:EC:EF:9A:13:18

IPv4: 192.168.1.99

IPv6: ZaBB:Z23ch6:c41a:9cBl1:3eec:efff :(feJa:1318

Name: ushd

MAC Address: 4A:BD:5D:B2:F1:82
IPvd: not assigned

IPub: not assigned

Hame: enoZ +

o [Finishl

J.  Select OK when the Security Officer prompt appears.

el fl:fe%a1318, feBl: - 3eec el ff -fe%a:1318

t ZAZITERBE4AGEE 1BDCBETDGHESTIEEFI14E6EARA] 2 FCELEADE6ZATECA131369

fippl thumbprint
Certif icate thumbprint: 135AABZEBIDAEEZEBFCF34S6ACCHIDZAC1 1CFZ7F1BSC1EADZCEASAINFBCA33A

lardened Repository (vid.6.1.1688) = 13:58 ~ 15-De

Stage One of the installation is complete.
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Stage Two: Veeam Host, Backup, Replication

1. Sign in to Veeam Host Management
NOTE: you are signing in as the Security Officer.
A. Open your Veeam Infrastructure Appliance http management page,
a. https://nexsanvhr01:10443

b. login with:
i. veeamso

ii. Password used

(=)

Veeam Host Management

Signin

veeamadmin

Forgot password?

B. Change the password

Security Officer Initialization Wizard x

I © Password Change password
You must change your password now.

(O Multi-factor authentication
(MFA) [ ]
---------------- B

m Cancel
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C. Configure MFA for the Security Officer.

Security Officer Initialization Wizard X
) Password Configure multi-factor authentication (MFA)
© Multi-factor authentication 1. Scan the QR code with your Authenticator app:

(MFA)

Or enter the following key manually:

2BB4AFCUZA2YKNK3MQRHEYBNIM

2. Enter the one-time code shown in the app:

[ 861941 ]

Click Next to apply the newly configured password, MFA settings and recovery token to the system.

Previous m Cancel

D. Save your Recovery Token.

Security Officer Initialization Wizard X

© Recovery Token Recovery Token
The recovery token below can be used to restore access to your account. Write it down and store itin a
safe place.

[ 20f9d939-cd75-67ff-bcle-e8f488438e38 ] LD Copy

o Access 1o the account has been restored. The web Ul will be disabled once you close this wizard,

NOTE
e  Once the above Host Management steps (1. A - D) are complete, the management console is disabled.
e Tore-enable the management console, you need to use the IPMI console and log in as veeamadmin, then turn

access back on. The procedure is detailed in the following, step 2.
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2. Integrate Nexsan VHR into Veeam Backup v13

NOTE: All required settings must be configured before integration of Nexsan VHR into Veeam Backup.

Use the following procedure to temporarily enable SSH access for up to 8 hours:

A. From the IPMI console, select Sign In from the bottom of the console screen.

Enter [Sig

B. Enter veeamadmin as Username, your Password, and your MFA code.

Username: wveeamadmin

Password !  meeoooocooooooooexoos

C. Select Remote access configuration.

Host conf iguration

Remote access configuration
Integration settings

Change password

Reboot system

Sign out

Shutdown

D. Select Enable SSH server. Press Enter to request SSH access, status indicated Awaiting Security Officer approval..

Disable web UI Press <Enter> to reguest SSH access.
Enable 35H server
Request shell access

Disable web UI Auaiting Security Off icer approval...
Enable 3SH server
Request shell access
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3. Authorise SSH request as Security Officer

A. Open your Veeam Infrastructure Appliance http management page,
a. https://nexsanvhr01:10443

b. login with:
i veeamso

ii. Password used + MFA when promoted

(=)

Veeam Host Management

Signin

veeamso

[ ecsssscccssssces

Forgot password?

B. Proceed to Approve the SSH.

O veeamso
(%] Veeam Host Management Console ©  security Officer
M Overview

2 Events A\ Web access to the Host Management Ut is currently enabled but will be automatically disabled once all activities have been completed

Overview

Quick Actions

/&2 Change Password ] Create password recovery token

© Approve (¥ Decline

from host

Status Created Modified

Veeam Administrator veeamadmin requested to start SSH service Requested 15/12/2025 15:25:17 15/12/2025 15:25:17

C. Proceed to create a Veeam Hardened Repository in Veeam v13.
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4. Veeam Backup & Replication Management

To complete the integration, open your Veeam Backup & Replication 13 management console and proceed with the

remaining steps:

A[] Veeam
Ox Backup & Replication 13

feeam Software Group GmbH. All rights reserved.
LS. Patents 8,332,689; 9,116,846; 10,007,447, patents pending

A. Launch Veeam Backup & Replication.

Go to Backup Infrastructure from bottom left of interface.

C. Select Managed Servers.

B Veearn Backup and Replication

Home  Server

Add Rescan  Creste Veeam
Server Depleyment it

Add Server
Select the type of & servel o want 16 ad 1o yous Bisckup inlra
found under the Managed Se o cn the Bachup Infraseus

] Helpes ppliance Temrglates & Ve
| Backup Repositories
@ Extemal Repositones

i, Seal

eryed from the Weews Infrastructore Appliance 150,

D. Select Add Server from top right-hand corner of interface.

E. Select Linux.
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F. Enter the DNS name or IP address, then select Next.

Mew Linux Server

Name

Name

Specify DNS name or IP address of Linux server,

DMNS name or IP address:

nexsanvhrll

Description:

Created by \Administrator at 13/12/2025 13:39.

G. Select Connect using certificate-based authentication (recommend), then the Add Next button.

Mew Linux Server

Name
Access
Review

Apply

Access

Provide credentials for service console connection, and adjust secure shell (55H) port nurmber using advanced

settings if required.

Select authentication method:

Select existing credentials or add new

H. Select Next to install the required packages.

Mew Linux Server

Name
Access
Review

Apply

Review

Please review your settings and click Apply to continue,

Due to these modifications the following components will be installed or removed on the target host:

Component name
OpenSSL3 package
Installer service

‘Veeam Data Mover service
Guest Interaction Proxy
HPE StoreOnce Library
Dell Data Domain Library
MetApp SnapDiff library
SMEB gateway

NFS gateway

Mount target dependencies

Status

already exists
already exists
already exists
will be installed
will be installed
will be installed
will be installed
will be installed
will be installed

will be installed

After you click Apply missing components will be installed on the target host.

< Previous ‘ |

Apply

| ‘ Finish

Copyright © 2010-2026 Nexsan Technologies, Inc. All Rights Reserved
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I.  Select Next once you have reviewed the warnings.

New Linux Server

Name
Access
Review

Apply

Apply

Please wait while required operations are being performed. This may take a few minutes...

Duration Message

° The component Mount target dependencies cannot be used in restricted deploy
° Discovering installed packages

° Testing Veearn Data Mower service connection

° Discowvering installed packages

a Installing client certificates

° Enabling restricted mode for Veeam Data Mover service

Q Collecting hardware info
° Closing deployer service management port

° Creating database records for server

Software update settings synchronization completed with warnings
[182.168.1.120] Failed to synchronize update settings. Error: Software updates rec

Total he

ynchronized: 0, failed to synchronize: 1, skipped: 0, not processec

Job finished with error at 28/12/2025 05:46:36

° Collecting disks and volumes info

Linux senver saved with warnings

< Previous

| Next » | | Finish

NOTE:

N=XSAN

Warnings related to software update synchronization are expected when deploying a hardened repository in a

restricted or offline environment. These warnings do not impact backup functionality or immutability.

J. Select Finish.

Mew Linux Server

Name
Access
Review
Apply

Summary

Summary

ou can copy the configuration information below for future reference.

Linux server '192.168.1.120" was saved with warnings. See log file Console_VEAAM_Administrator on server Veaam
for details.
Hardware info:
Chassis type: Physical
Cores count: 16
Components:
Installer service
OpenS5L3 package
Weeam Data Mover service using port 6162
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5. Assigning the Backup Repository role

A. From the Backup Repository tab, select Backup Repositories, then click Add Repository in the top-left corner of

the window.

= Home Backup Repository

E:I
) —Q
Add Rescan
Repository
Manage Repasitory Tools

Backup Infrastructure -
P Type in an object name to search for @

Backup Proxies

&0 Microsoft Azure Mame ZP Type
@ Appli . —
Helper Appliance Templates [Ez= Default Backup Repository  Windows

E Backup Repositories
|-’:" External Repositories

|5r=_'. Scale-out Repositories

&= WAN Accelerators
&5 Service Providers
~ A4 SureBackup
A Application Groups

L Virtual Labs

EE Managed Servers

M
E: Microsoft Windows
E\ Linux

B. Select Direct attached storage as the repository type.

Add Backup Repository

Select the type of backup repository you want to add,

[’—TJ‘ Direct attached storage

— Microsoft Windows or Linux server with internal or direct attached storage, This configuration enables data movers
to run directly on the server, allowing for fastest performance.

Network attached storage

—o— Network share on a file server or a NAS device, When backing up to a remote share, we recommend that you select
a gateway server located in the same site with the share.

i:s Deduplicating storage appliance

B A Dell Data Domain, ExaGrid, Fujitsu ETERMUS CS800, HPE StoreOnce, Infinidat InfiniGuard or Quanturn DXi. If you
are unable to meet the requirements of advanced integration via native appliance AP|, use the network attached
storage option instead.

H] Object storage
On-prem chject storage system or a cloud object storage provider,

5y

Veeam Data Cloud Vault
O] I
| S—

Add fully managed, secure cloud object storage from Veearn, Cloud Vault is best suited for secondary backups. For
more information and pricing, please go to vee.am,/vault.
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C. Select Linux (Hardened Repository).

©

Direct Attached Storage X

Select the operating system type of a server you want to use as a backup repository.

Microsoft Windows

Add local storage presented as a regular volume or Storage Spaces. For best perfformance and storage efficiency,
we recommend using ReF5,

Linux

Add local storage or a locally mounted NFS share, For better performance and storage efficiency, we recommend
using XF5, The Linux server must use bash shell, and have 55H and Perl installed,

Linux (Hardened Repository)

Requires a Linux server with internal or direct attached storage. To minimize the attack surface, it is highly
recomnmended to deploy the Linux Hardened Repository using the Veeam JeOS (Just Encugh Operating System)
image. This configuration enhances protection against cybersecurity threats by enabling immutable backups.

D. Name your repository (example: NexsanVHR), then select Next.

Name

Mew Backup Repository

Name

Type in a name and description for this backup repository.

Mame:
NexsanVHR|
Description:

Created by .\Administrator at 29/12/2025

E. Select the Repository server that was added in the previous steps, then select Populate.

Mew Backup Repository x
Name Server
Server Choose repository server, You can select server from the list of managed servers added to the console

Repository server: | 192,168.1.120 (Created by \Administrator at 30/12/2025 04:18.) ~ | Add new..,
Path Capacity Free
Hvar/lib/veeam (Ydev/mapper/datavel-..  101.3TB 101.27TE Populate

Cancel
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F. Select the Path to folder location for the Backup and select OK.

x
Repositor
eme " Y leeam Backup
Server Type in path to the felder where backup files should be stered, and set repository load control eptions,
Repository
Location Specify Folder x

Path to folder:

Objects:
£= Unknown capacity N By 1921681120 (/var/lib/veeam)
Use fast cloning on XFS volumes (recommended) v veeam
Reduces storage consumption and improves synthetic ba el
Make recent backups immutablefor: | 7 ¥ 4 days > dump
Protects backups from modification o deletion by ransamwar > messages

made immutable for the entire duration of their retention poli

Load control

Running teo many concurrent tasks against the repository ma
Contral storage device saturation with the following settings:

Limit maximum concurrent tasks to: | 4 v oA

Limit read and write data rate to: ME,

Customize repository settings...

< Previo|

Hew ol

G. Review and confirm the retention requirements, then select Next to continue.
H. Confirm the Mount Server, Review the settings, then Apply the configuration.

.  Wait for settings to be applied, then select Next.

Mew Backup Repository x

Apply

Please wait while required operations are being performed. This may take a few minutes...

Duration

i

Starting infrastructure item update process
Connecting to Veeam Installer service
Apply [Veaam] Discovering installed packages

Registering client Veaam for package Mount service
Registering client Veaam for package VMware VDDK
Registering client Veaam for package vPower NFS
Registering client Veaam for package Veeam Threat Hunter

Registering client Veaam for package Veeam Standby service

Discovering installed packages

0000000000

All required packages have been successfully installed
@ Detecting server configuration

/D Reconfiguring vPower MFS service
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J.  Review your configuration in the Summary and run a backup job to ensure all items are working as expected.

Mew Backup Repository x
Name Summary
You can copy the cenfiguration information below for future reference.
Server

Repository

Mount Servers Hardened backup repository 'NexsanVHR' was successfully saved.

Mount server: Yeaam (Windows)

Review Backup folder: fvar/lib/veeam/backup
Write throughput: unlimited
Apply Max parallel tasks: 4
Fast cloning on XFS volumes: enabled
Summary Days of immutability: enabled for 7 days. Immutability mode: ByRepositorySettings

K. Confirm the change of the default backup location with Yes and then click Finish.

Veeamn Backup and Replication x

0 Change the configuration backup location to the newly created repesitory?

fes | | Ma

Stage Two of the installation is complete.

Ready

Appliance

Hardened

N=XSAN -
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