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VEEAM HARDENED REPOSITORY

Follow the Instructions on the Main Screen once the server is booted up

1. Default User Account: vhradmin
2. Default Password: vhradmin
3.  Current Live Password: Tuna#9BigFrogJet$

Accept license agreement

By clicking "I Accept” button, I hereby accept the following:

Jeeam Hardened Repository

b SMEEEEs 19hotRaL 100 This Hardened Repository ISO is an appliance (the "Repository')

that consists of multiple software components, including but not
DISA STIG compliant passwords are enforced. Minimum requirements are: limited to the RG:ky Linux operating sgsm’ various third-partg
e e sof tware packages, and Ueeam's packages. Each of these components
ne lower character is governed by its own [EEETETITES]
One special character
15 characters minimum password length
Maximum four characters of same character class in a row You further agree that Ueeam may manage updates, patches, and
Z4h minimum lifetime of any password modif ications to the Repository, including all integrated software
components. Notwithstanding such management, you understand and agree
that Ueeam is not responsible for any wulnerabilities, defects, or
. other security issues that may exist or arise within the Repository's
localhost login: _ components, including those maintained by third parties.

[1 Accept] [Shutdownl [Reboot]
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VEEAM HARDENED REPOSITORY

Setting Up the Veeam Hardened Repository as a Veeam Backup Repository

1.Start the SSH service on the hardened repository server.
Note: If the password is not clearly visible, stop and restart the SSH service to generate a new, readable one.

2.Make note of the username and password displayed — these credentials will be used for the initial repository setup in Veeam
(single-use only).

55H Commection Info

Credentials
Username: WVEEaAMSWC
Password: Hd91+1UMB {92cz+

Hostname
MIN MENU localhost. localdomain

. Hetwork interfaces
Network settings wsh@

Proxy settings

Time seitings Em:l.l; address not found

Change hostname cahle is not comnected

Change password enoZ

Reset time lock cable is not commected

ens6f@

Update all IPv4: 192.168.1.114

Logout IPv6: fdaa:bboe:ddee:B:a236:9FF1 :fe28:d498

ensblf 1
gmzm cable iz not commected

Fingerprints
ecdsa-sha2-nistp256
SHAZS6 :yv jqUJ tBurbp i cRAGHRVE 1{ URmuwwCZCSNuBbEBU1 1g
ssh-rsa
SHAZS6 : ~yFaHa2ohFU?mAJ PZuBRE krBSEy i QUwmDh i QHxYz3pel
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VEEAM HARDENED REPOSITORY

If Veeam Backup & Replication Is Not Installed

1.Download the latest version of Veeam Backup & Replication from the official Veeam website.
2.Run the installer and follow the setup wizard.

1. Accept all default settings, unless specific customization is required for your environment.
3.0nce installation is complete, launch the Veeam Backup & Replication Console.
4.Navigate to Backup Infrastructure > Add Repository to begin adding your storage target.

Veeam Backup and Replication

Backup Repository

=+ =

= —

= =

Add Edit Rescan x
Repository Repositon Add Backup Repository

Manage Repository Taols Select the type of backup repository you want to add,

Backup Infrastructure

H Backup Proxies == Direct attached storage ity Free

E Backup Repositaries Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data 201 TR 201 TE
= e racwvers to run directly on the server, allowing for fastest performance,
179

%;1' Scale-out Repositaries

£ WAN Scceleratars Metwork attached storage
;i; Service Providers =adee  Metwiork share on a file server or a NAS device, When backing up to a remote share, we recornmend that you
B &‘ SureBackup select a gatevvay server located inthe same site with the share,
&Application Groups
db irtual Labs :iij: Ceduplicating storage appliance
- (‘E’ tdanaged Servers [} | Dell Data Darmain, ExaGrid, Fujitsu ETERMUS C5800, HPE StoreOnce, Infinidat InfiniGuard or Quanturm DX, If you
LZ_!_ Microsoft Windows are unable to meet the requirements of advanced integration wia native appliance AP, use the network attached
S storage option instead.
E\"\ Lirus
gg»,  Objectstorage
-
“' On-prern object storage systern or a cloud object storage prowvider,

Yeeam Data Cloud Yault

Add fully managed, secure cloud object storage from ‘eeam, Cloud Waultis best suited for secondary backups.
For more information and pricing, please go to vee.amAsault,

(=]

/h\‘ Home

E'I

@3 Inventary

‘fE'g Backup Infrastructure

Storage Infrastructure

Cancel

‘ Tape Infrastructure

[ T
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VEEAM HARDENED REPOSITORY

Select -

Add Backup Repository

melect the type of backup repository wou want to add.

Direct attached storage

bicrosoft Windows or Linux server with internal or direct attached storage, This configuration enables data
movers to run directly on the server, allowing for fastest performance.

araiay
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VEEAM HARDENED REPOSITORY

Select — Linux “Hardened Repository”

Direct Attached Storage

select the operating systern type of a server you want to use as a backup repositony

M crosoft Windowes

Add local storage presented as a regularvolume or Storage Spaces, For better perfarmance and storage efficiency,
wee recornimend using Refs

Linux

Add local storage or locally mounted MFS share, For better performance and storage efficiency, we recarmmend
using XF% The Linux server must use bash shell, and have 35H and Perl installed,

Linux {Hardened Repositony)

Fequires a Linux server with internal or direct attached storage, This configuration enables protection against
cybersecurity threats with immutable backups, The Linux server must use bash shell and have 35H installed. For
reduced attack surface, rminirmal Linwx installation is highly recommended,

Cancel
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VEEAM HARDENED REPOSITORY

Mewr Linuy Sereer

Provide a username and password

55H Connection
: E(} Provide credentials for service console connecticn, and adjust secure shell (35H] port number using advanced settings if
| =50 required. Credentials >

= Usernarme: WEEAMEVYT

from VHR SSH Name x
| w Add...

_ FIESSWI:IFI:I: (T XX R R 2R 0T R Rl i"i"ﬁ
SSH Connection Info 35H Connection
S5H port: | 22 -
edentials Review
Username: veeamsuc .
Password: Hd91+1UMB j92cz+ e AT S DR
IDCAINnSE Ince] i LT [ ] Use "su™ if "sudo" fails

Description:

VEEIMEVT

Select Next to confirm SSH key ox Concel

potts,

< Previous Mext = Cancel
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VEEAM HARDENED REPOSITORY

Mewy Linux Server ol

Review
Ei} Please review your settings and click Apply to continue.

Due to these modifications the following components will be installed ar removed on the target host:

Marne
Componant name Status
55H Connection Installer will be installed
Review Transport will be installed
“ ” Apply
Select “Apply
Summary

Sfteryou click Apply mizsing components will be installed an the target host,

following account verification

< Previcus Apply Cancel
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VEEAM HARDENED REPOSITORY

Mewr Linuwe Server )

Apply
B& Please wait while required operaticns are being performed. This may take a few minutes..,

Marne Message Duration

Y T ¢ Installing Transport service 0:00:03

¢ Setting backup server certificate

Review ) Resclving backup server certificate’s thumbprint

_ Setting backup client certificate

Configuring Transport service 0:00:02

. summary Restarting Transport service

(13 7 F

Select “Next” on completion o | |
L¢ Testing Veeam Transport service connection 0:00:03

.} Discovering installed packages

' Enabling restricted mode for Installer

./ Closing deployer service management pert 0:00:01
L} Collecting hardware info 0:00:05
.} Creating database records for server 0:00:00

{4 Collecting disks and valumes info 0:00:10

) Linux server saved successfully

< Previous Mext = Fimish Cance
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VEEAM HARDENED REPOSITORY

Select “Finish” at summary screen

Mew Linux Sereer

Summary
— & You can copy the configuration information below for future reference.

MName Surmrmnary!
Linux host '192.168.1.114" was successfully saved.

55H Connecticn 55H options:

Credentials type: Single-use
Feview User: vesamsvc

Elevate account privileges automatically: yes
Apply Add account to the sudoers file: no

Use “su” if “suda” fails: no
Summary Hardware info:

Chassis type: Physical

Cores count: 16
Compaonents:

Installer

Transport using port 6162

Finish
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VEEAM HARDENED REPOSITORY

I =
Mew Backup Repository

-
Veearn
- Repository Intelligence
:; = :: Type in path to the folder where backup files should be stored, and set repository load control options,
=
Mame Location Select Folder Pt
Path o folder:
1 ” H _—
Select “Next” to select repository, Server | | [Browse., ]| Obiects
. 4 A 1921681114 M
Repository E Capacity:  <Unknowns R E "
¥ Free space; «Unknown> )
@ " Muount Server ’ bin
FOI Iowed by Browse Idse fast cloning on XFS '-.n:ulgmes I:re.ccummended]l . . hoat
e Reduces storage consumption and improves synthetic backup performance. . dew
kake recent backups immutable for: 7 2| days , etc
Apply Protects backups from modification ar deletion by ransormare, malicious insiders and hackers, GFS » home
backups are made immutable for the entire duration of their retention policy. . :
Summary lib
Load contral . b6l
Running too rmany concurrent tasks against the repository may reduce overall performance, and . media
cause [ /O tireouts, Control storage device saturation with the following settings:
Limit maximurm concurrent tasks to: |4 = ‘ it ;
“ . ” weearm-repositorydl
SeleCt /mnt/Veeam'repOS|t0ryO1 [] Limit read and write data rate tao: 1 = ; opt
» proc
root
. . . Click &dvanced to customize repositony settings, Advanced.., X run
Change any retention settings are required . sbin
< Previous Mext » Cancel ’ L
> 3
“ ’” cture . ¢
Select “Next -
Icture Har ]
- Mews Folder Cancel
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VEEAM HARDENED REPOSITORY

Mew Backup Repasitony x

Mount Server

Specify a server to mount backups to when performing advanced restores (file, application itern and instant WM recowveries),
Instant recoveries require a write cache folder to store changed disk blocks in,

Marne Fount server:
ARCI0DD (Backup server) w0 Add Me..,
" . . “ ”
Confirm Settings for write cache “SSD/NVMe” s |
Instant recovery write cache folder:
Repositary |F{:RIF{CacheH Browse..,
. . Mount Server Ensure that the selected wvolurne has sufficient free disk space to store changed disk blocks of instantly
|f avallable recovered machines, We recommend placing the write cache folder on an 350 drive,
Fewiew Enable wPoweer MFS service an the mount server (recammended) Parts,.,
Urlacks instant recovery of any backup (physical, virtual or cloud) to a WhAware wESphere Wh,
Apply wPower MFS service is not used for instant recovery to a Microsoft Hyper-4 Wha,
Mew Backup Repositony x
— Review
:; — :: Please reviews the settings, and click &pply to continue,
et
Marme The following cormponents will be processed on server ARCB000:
Carmpanent narme Status
3
« ” « ” EIVEr wPowver MFS already exists
Select Apply and Next Repository kount Sercer already exists
Whdware WO already exists
Mount Server Weearn Threat Hunter already exists
Rewiewy
Apply
Surnrmary
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VEEAM HARDENED REPOSITORY

Veeam Backup and Replication

=

=

Add E Rescan e
Repaository Repositon Intelligence

Manage Reposito Tools

Co m p I ete th e VH R Backup Infrastructure Q Type in an object name to search for
L
I nteg ratl on E Backup Proxies Marne T Type Host Path Capacity Free Used Space Description

£ Backup Repositaries Ei= Default Backup Repository  Windowes ARCA000 X\Backup 291TE 29.17TB 0B Created by e
Fa External Repositories S Mexsan HR Hardened 192,168.1.114 frontfveearn-repositony01 101.9TE  101.2 TB 0B Created by &
%:;' Scale-out Repositories

£ WAN Accelerators Mew Backup Repositary W

:_; Service Providers
4 & SureBackup

&Application Groups
2h Virtual Labs

Summary
You can copy the configuration information below for future reference,

4 (;'E"i Managed Servers MR Summary:
[« Microsoft Windows Hardened backup repository Mexsan YHR' was successfully saved.
E"s. Liru Server

hount host: ARCE000
Repositary Backup folder: /rmntfveeam-repositorny01
Wirite throughput: unlimited

CIiCk FiniSh to Complete MourttSerer gz:flaor:ilrgl]toarilézl::gvnlumerenabled
the Veeam Hardened

Days of immutability: enabled for 7 days

. ﬁ Home Apply
Repository (VHR) —
Summary

integration. 3 Backup Inastrcture

'af'-=- Storage Infrastructure

'a Tape Infrastructure

Eﬁ Files

Plus Edition MNFR: 20 days remaining

1 repository
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VEEAM HARDENED REPOSITORY VEEAM

MAIN MENU
Network settings MAIN MENU
Proxy settings Network settings
Time settings
: A Change hostname
Final Step: Disable SSH Access Change password Do you really want to stop and disable SSH?
on the Nexsan VHR Reset time lock
'tte a

Reboot
Shutdoun
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VEEAM HARDENED REPOSITORY

Setup and Integration Completed

Veeam Backup and Replication

Home Backup Repository

= X &b 0 iy
et

(7] [
Edit Remove Proxy Set Access Rescan eram
Re ory Repository Repository = Affinity Permissions Location = Intelligence
Manage Repository Manage Settings Tools
Backup Infrastructure Q Tvpe in on objzct nomes to search for
E Backup Proxies Marne T Type Haost Path Capacity Free Used Space Description
= Backup Repositories i« Default Backup Repositary  Windows ARCB000 KhBackup 01TE 291 TE 0B Created by Ve
55, External Repositaries 5f) Mexsan YHR Hardened 192,168.1.114 fmntfveeam-repositony 0l 1019TE 1012 TE OB Created by &

Ej

Eﬁ Scale-out Repositaries
£ WAN Acceleratars
‘i} Service Providers
4 & SureBackup
&ﬁlpplicatinn Groups
2L Wirtual Labs
4 {‘E‘i Managed Servers
|_;='- Microsoft Windows
E", Lirz

ﬁ Haorme

Ew
@:‘ Irwentory

i' E’g Backup Infrastructure

=% Storage Infrastructure

A=F
Tape Infrastructure

Eﬁ Files

Connected to: localhost Juild: 12.3.1.1139 Enterprise Plus Edition MNFR: 80 days remaining

1 repository selected
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Setup and Integration Completed

Veeam Backup and Replication

Home Backup Repository

= X & 4L 0 € it
et

= <] —]
Add Edit Remuove Proxy Set Access Rescan VhoEm
Repository Repository Repository  Affinity Permissions Location = Intelligence
Manage Repository Manage Settings Tools
Backup Infrastructure Q Tvpe In an obfect name to search for
E Backup Proxies Marne T Type Host Path Capacity Free sed Space Description
= Backup Repositories i« Default Backup Repository  Windows ARCE000 ¥\Backup 29178 20178 OB  Created by Ve
F.:'& External Repositaries ;:::a Mexsan WHR Hardered 192.168.1.114 Smnntfveearn-repositare0l 1MATE  1M.2TE QB Created by &

E;.: Scale-out Repositaries
£ WEAN Accelerators
:i; Service Providers

4 & SureBackup

&.ﬂ.pplicatiun Groups
2b Virtual Labs

4 (‘E‘i Managed Servers
ﬁ. hicrosoft Wfind ous
E’\. Liniux

ﬁ Harne

E@ Imeentory

'a'fa'g Backup Infrastructure
i‘fé.:; Starage Infrastructure

'a Tape Infrastructure

E‘j Flles

Illi D;?-' ? £

Connected to: localhost Build: 12.3.1.1139 Enterprise Plus Edition MFR: 80 days remaining

1 repository selected
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