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This guide contains detailed information about the Assureon Configuration wizards, which are used to set up
and configure Assureon after installation.
This guide assumes that Assureon is installed and that you have a user name and password to access the
system administration console. Access to the system administration pages is controlled by security groups.
The AssureonAdmin user has access to all the pages. Depending on your user, youmay not have access to
all the pages described in this guide.

Audience
This guide has been prepared for the following audience:
l IT system administrators

l Engineers

l Technicians

Conventions
Here is a list of text conventions used in this document:

Convention Description

underlined
blue

Cross-references, hyperlinks, URLs, and email addresses.

boldface Text that refers to labels on the physical unit or interactive items in the graphical user inter-
face (GUI).

monospace Text that is displayed in the command-line interface (CLI) or text that refers to file or dir-
ectory names.

monospace
bold

Text strings that must be entered by the user in the command-line interface or in text fields
in the graphical user interface (GUI).

italics Systemmessages and non-interactive items in the graphical user interface (GUI)
References to Software User Guides

Notes, Tips, Cautions, and Warnings
Note Notes contain important information, present alternative procedures, or call attention to certain items.

About this document
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Tip Tips contain handy information for end-users, such as other ways to perform an action.

CAUTION: In hardwaremanuals, cautions alert the user to items or situations whichmay cause
damage to the unit or result in mild injury to the user, or both. In softwaremanuals, cautions alert the
user to situations whichmay cause data corruption or data loss.

WARNING: Warnings alert the user to items or situations which may result in severe injury
or death to the user.

Contacting Nexsan
For questions about Nexsan products, please visit the Nexsan support Web page, and the Nexsan Assureon
Documents and Downloads page. If you are unable to find the answer to your question there, please see our
contact information below.

Service and support
Nexsan's Technical Services Group provides worldwide assistance with installation, configuration, software
support, warranty, and repair for all Nexsan products. A variety of service and support programs are available
to provide you with the level of coverage and availability your operation requires.

Nexsan Assureon Documents & Downloads page:
https://helper.nexsansupport.com/asu_
downloads.html

Contact Nexsan Assureon support:
https://helper.nexsansupport.com/asu_support

WorldwideWeb site:
www.nexsan.com

About this document
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Chapter 1

Chapter 1:Configuration overview

Use this Configuration wizards guide as a reference for applying Assureon configuration settings for initial
setup, file systems creation, authentication setup, andWatch creation. TheConfiguration wizard in turn
launches the following additional setup wizards.
Click the numbers or links to open the corresponding chapters.

Using the Initial Setup wizard: Enables you to quickly configure Date and Time settings,
Network Settings, and DNS Forwarders.

Using the File System Creation wizard: Enables you to quickly create new file systems,
using either existing organizations, or by creating a new organization for the file system to
reside in.

Using the Authentication Setup wizard: Enables you to specify the authenticationmethod to
be used between your system, and the Corporate domain. You can use either an Active
Directory Trust Relationship, and/or issue certificates for each of your file servers.

Using the Watch Creation wizard: Enables you to quickly create new Watches, specifying
the folders to use, the classifications, and the retention rules, for theWatch.

www.nexsan.com 7
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Launching the Assureon configuration wizards
After Assureon is installed, you can access theConfiguration wizard, which in turn enables you to launch
the four setup wizards: Initial setup, File System Creation, Authentication Setup, andWatch Creation.

► To launch the Assureon setup wizards:

1. Click the desktop shortcut created during Assureon installation:
TheConfiguration wizard opens.

Figure 1-1: Configuration wizard

2. Click one of the four numbers at the bottom of the wizard screen to open the wizard you need:
1. Initial Setup

2. File System Creation

3. Authentication Setup

4. Watch Creation

3. Click theNext arrow to continue.

Launching the Assureon configuration wizards
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Chapter 2

Chapter 2:Using the Initial Setup wizard

The section provides information about these topics:

Launching the Initial Setup wizard 10
Setting the date and time zone 11
Specifying network settings 12
Adding DNS server addresses to the forwarders list 13
Verifying and applying your settings 14

www.nexsan.com 9
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Launching the Initial Setup wizard
Use the Initial Setup wizard to quickly configureDate and Time settings, Network Settings, andDNS
Forwarders.

► To launch the Initial Setup wizard:

1. Launch theConfiguration wizard.
The Initial Setup wizard is selected by default.

2. Figure 2-1: Configuration wizard

3. Click theNext arrow to continue.

Next steps
l Setting the date and time zone

l Specifying network settings

l Adding DNS server addresses to the forwarders list

l Verifying and applying your settings

Launching the Initial Setup wizard

Nexsan Assureon ConfigurationWizards Guide Version 8.3 10



Setting the date and time zone
Use the Date and Time panel to validate that the dates and times being used by the server are set to your local
time zone.
1. If you need to specify that a time server be used instead, select Specify time server ips and enter the

IP address of the time server you want to use.
Figure 2-2: 1 Date and time zone panel

2. Click theNext arrow to continue.

Chapter 2: Using the Initial Setup wizard
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Specifying network settings
Use the Network Settings panel to specify the network settings for each discovered node.
1. If necessary, make changes to theNode IP address, Subnet mask, andDefault gateway.

Figure 2-3: 2 Network Settings panel

2. Click the Save button.

3. Click theNext arrow to continue.

Specifying network settings

Nexsan Assureon ConfigurationWizards Guide Version 8.3 12



Adding DNS server addresses to the forwarders list
Use this panel to add DNS server addresses to the Forwarders list. A forwarder is a DNS server that forwards
DNS requests that the Assureon DNS cannot answer to the corporate domain’s DNS servers.
1. Enter the new DNS server addresses to the Forwarders list, as required.

Figure 2-4: 3 DNS Forwarders panel

2. Optionally, use theUp, Down, andDelete buttons to revise the listing.

3. Click theNext arrow to continue.

Chapter 2: Using the Initial Setup wizard
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Verifying and applying your settings
Verify your settings to ensure that the environment is configured as expected.
1. Do either of the following:

l Click theApply button to apply the new settings, or

l If you need tomake any changes, click theBack arrow to return to the panel that needs to be fixed.

Figure 2-5: Verify and Apply panel

2. Click theNext arrow to continue.

See Launching the File System Creation wizard on page 16

Verifying and applying your settings
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Chapter 3

Chapter 3:Using the File System Creation wizard

The section provides information about these topics:

Launching the File System Creation wizard 16
Creating an organization for your new file system 17
Selecting a storage location for your file systems 18
Verifying and applying your settings 19

www.nexsan.com 15

http://www.nexsan.com/


Launching the File System Creation wizard
Use the File System Creation wizard to create new file systems, using either existing organizations, or by
creating a new organization for the file system to reside in.

► To launch the File System Creation wizard:
1. Launch theConfiguration wizard.

2. In theConfiguration wizard, select the number 2 to select the File System Creation wizard.

Figure 3-1: File System Creation wizard

3. Click theNext arrow to launch the File System Creationwizard.

Next steps
Creating an organization for your new file system on the facing page
Selecting a storage location for your file systems on page 18
Verifying and applying your settings on page 19

Launching the File System Creation wizard
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Creating an organization for your new file system
Use this panel to either create a new organization or to add a file system to an existing organization.

Figure 3-2: Organization setup panel

► To set up Organizations for the file system:
1. Do either of the following:

a. Create new organization – Creates a new organization
l Name – The name of the new organization. Will be displayed throughout the System
Administration UI.

l Description – A description for the organization

b. Use existing organization – Adds a file system to an existing organization
l Name – The name of an existing organization, select one from the list.

2. Click theNext arrow to continue.

Chapter 3: Using the File System Creation wizard
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Selecting a storage location for your file systems
Use this panel to specify volumes and configure storage pools for the file system’s storage locations.
Assureon enables you to create a storage pool for the file system by expanding the file system over multiple
volumes. This allows for more efficient use of disk space and simplifies management. On a remote
configuration, this page appears twice: once for site 1 and then for site 2.

Figure 3-3: Location and Settings panel

► To select a storage location for file systems:
1. For each storage location (Store 1 and Store 2 on systems with Dual-write enabled), configure the

following settings:
l File System Name – A unique name for the file system. The name can contain up to 20 alphanumeric
characters; the name is case insensitive. An organization cannot contain two file systems with the
same name.

l Description – A description. Maximum of 80 characters.

2. Click theNext arrow to continue.

Selecting a storage location for your file systems
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Verifying and applying your settings
Verify your settings to ensure that the environment is configured as expected.
1. Do either of the following:

l Click theApply button to apply the new settings, or

l If you need tomake any changes, click theBack arrow to return to the panel that needs to be fixed.

Figure 3-4: Verify and Apply panel

2. Click theNext arrow to return to theConfiguration wizard.

Chapter 3: Using the File System Creation wizard
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Chapter 4

Chapter 4:Using the Authentication Setup wizard

The section provides information about these topics:

Launching the Authentication Setup wizard 22
Specifying your AuthenticationMethod 23
Mapping users to organizations 26
Verifying and applying your settings 27
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Launching the Authentication Setup wizard

Use theAuthentication Setup wizard to quickly create new watches, specifying the folders to use, the
classifications, and the retention rules for the watch.

► To launch the Authentication Setup wizard:

1. Launch theConfiguration wizard

2. In theConfiguration wizard, click number 3 to select theAuthentication Setup wizard.
Figure 4-1: Authentication Setup panel

3. Click theNext arrow to continue.

Next steps
Setting an Active Directory trust relationship on page 24
Mapping users to organizations on page 26

Launching the Authentication Setup wizard
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Specifying your AuthenticationMethod
Use theAuthentication Method panel to set the authentication to use between your system and your
corporate domain.

Figure 4-2: AuthenticationMethod panel

► To specify an authentication method:
1. Select either of the following options:

l Create an Active Directory Trust Relationship. Assureon supports the ADAM (Active Directory
ApplicationMode) security model. ADAM allows customers who do not have a trusted relationship
between their corporate server and the Assureon server to manage user security. Typically an ADAM
instance is installed on an Assureon client. Users are added to the instance using a console
application. Other Assureon clients installed on the same corporate domain can share the user
information. Authentication between the clients and the Assureon server is automatically handled,
allowing only authorized users to access files and the System Administration console.

l Issue Certificates for each of your file servers. Assureon can be configured to use certificate
authentication. This mode encrypts the traffic between the Assureon Client and the server using an
SSL certificate issued by the Assureon server. This certificate also determines the data that users
have access to. In order to access files in the Assureon Explorer tool, users will need to have a
certificate installed. Assureon shortcuts are protected using standard NTFS security. If the certificate
allows access to the data in Assureon, then users who have access to the shortcuts will have access
to the data.

Certificate authenticationmay also be used in conjunction with Active Directory (AD) authentication. For
example, some clients may use certificate authentication, while others use AD authentication.

2. Click theNext arrow to continue.

Chapter 4: Using the Authentication Setup wizard

www.nexsan.com 23

http://www.nexsan.com/


Setting an Active Directory trust relationship
Use this panel to define the Active Directory trust relationship that will exist between your corporate domain,
and the Assureon domain. Trust relationships can be either one-way or two-way.

Figure 4-3: Active Directory panel

► To set up an Active Directory trust relationship:
1. Select eitherOne-Way Trust or Two-Way Trust.

2. Enter the following information:
l Domain name: Your corporate domain, from which file systems will be archived.

l IP address: The IP addresses of the servers in your domain.

3. Enter the valid administrator credentials to provide Assureon access to the corporate domain and its file
servers.

4. Click theNext arrow to continue.

Specifying your AuthenticationMethod
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Specifying certificates
Use this topic if you configured Assureon to use certificate authentication in the previous wizard step.
This mode encrypts the traffic between the Assureon Client and the server using an SSL certificate issued by
the Assureon server. This certificate also determines the data that users have access to. To access files in
the Assureon Explorer tool, users will need to have a certificate installed. Assureon shortcuts are protected
using standard NTFS security. If the certificate allows access to the data in Assureon, then users who have
access to the shortcuts will have access to the data.
Note Certificate authenticationmay also be used in conjunction with Active Directory (AD) authentication.
For example, some clients may use certificate authentication while others use AD authentication.

Figure 4-4: Certificate creation panel

► To specify the certificate creation requirements:
1. Select either of the following:

l Create a single Certificate for all the File Servers: When doing this you will need to provide a
certificate name.

l Create one Certificate for each File Server: When doing this you will need to enter the name for
each file server that you want to create a certificate for.

2. Define a password to be requested when the certificate is installed on the corporate file server.

3. Click theNext arrow to continue.

Chapter 4: Using the Authentication Setup wizard
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Mapping users to organizations
Use this panel to assign existing Active Directory users to the organizations within your network. To add
users to security groups, use theWindows Active Directory Users and Computers dialog box (accessed in
Windows by clicking Start> Control Panel > Administrative Tools).
NoteWhen a user is added to a security group (at the Users or FSOrganizations levels), the Assureon
System Administration user interface, AuthorizationManagement page, theReset optionmust be used to
refresh theAssureon Authorization Managerwith the new information.

Figure 4-5: MapOrganizations panel

► To map organizations to a File Server:
1. Select a File Server.

2. Select one or more organizations to bemapped to each file server.

3. Repeat as necessary.

4. Click theNext arrow to continue.

Mapping users to organizations
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Verifying and applying your settings
Verify your settings to ensure that the environment is configured as expected.
1. Do either of the following:

l Click theApply button to apply the new settings, or

l If you need tomake any changes, click theBack arrow to return to the panel that needs to be fixed.

Figure 4-6: Verify and Apply panel

2. Click theNext arrow to return to theConfiguration wizard.

Chapter 4: Using the Authentication Setup wizard
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Chapter 5

Chapter 5:Using the Watch Creation wizard

The section provides information about these topics:

Launching theWatch Creation wizard 30
Creating a new Watch 31
Verifying and applying your settings 36

www.nexsan.com 29

http://www.nexsan.com/


Launching theWatch Creation wizard
Use theWatch Creation wizard to quickly create new watches, specifying the folders to use, the
classifications, and the retention rules for the watch.

1. Launch theConfiguration wizard.

2. In theConfiguration wizard, click number 4 to select theWatch Creation wizard.
Figure 5-1: Watch Creation panel

3. Click theNext arrow to continue.

Next steps
Creating a new Watch on the facing page
Verifying and applying your settings on page 36

Launching theWatch Creation wizard
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Creating a newWatch
AssureonWatches define the archiving and retention policies for your file systems and files. Use this wizard
to create new Watches.

► To create a new Watch:
1. Launch theWatch Creation wizard.

2. In theConfiguration settings panel, select the computer from which you will be archiving file systems
and files. If you are using a new computer, be sure to enter both the domain name of the computer and
the computer name (domain\computer1).

Click theNext arrow to continue.

3. In theWatch settings panel, enter a name for your new watch, select an Organization, and click the
Next arrow to continue.

Chapter 5: Using theWatch Creation wizard
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4. In the Folder settings panel, enter the path to the folder where you will be archiving files. To include all
sub-folders, select the Include subfolders option, and click theNext arrow to continue.

5. In theArchiving panel, define how files will be sent to the Assureon server.
l Real-Time: Sends changed files to the archive folder to the Assureon server immediately.

l Sync: Sends changed files to the archive folder when the File Synchronization utility is run.

l Folder Security: Select to ensure that NTFS security settings are also archived.

Click theNext arrow to continue.

Creating a new Watch
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6. In theClassifications settings panel, define how archived files will be classified for access and
management purposes. You can use an existing classification, or create a new one. Select or enter the
following information:
l Classification: Specifies the security classification of users that can access the archive.

l Subclassification: Specifies the security subclassification of users that can access the archive.

l Enable Flexible Retention: If creating a new classification, allows the retention period for files
stored using the current classification to be shortened. The settingmust be used with a retention rule
where aMinimum Retention Period has been specified. To shorten or extend the retention period,
use the Disposition Override page. Also used with the retention ruleMaximum File Versions option
to allow the disposition of excess file versions.

Click theNext arrow to continue.

Chapter 5: Using theWatch Creation wizard
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7. In theRetention rules panel, define how long a file will be kept under management, and whether the file
is stored in encrypted or compressed format. You can use an existing retention rule by selecting one from
the drop-down list. If you create a new retention rule, enter the following information:
l Rule Name: Specify a name for the retention rule.

l Initial Retention Period: Specify the number of years or days, or combination of both, to keep the
files and then click anywhere on the page to calculate the total number of days.

l Transform Options: Select whether you want to encrypt and/or compress the file.

l Reference Date: Specify whether to use a file's ingestion date ormodified datewhen applying this
retention rule to it.

l In non-compliance situations where you want to be able to expire and delete files ahead of time,
specify theminimum number of days to keep the files in theMinimum Retention Period field. In
situations where you want to limit the number of versions of a file to keep in storage, specify a value in
theMaximum File Versions field.

Click theNext arrow to continue.

Creating a new Watch
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8. In theAfter archiving files panel, define what will happen to files once they have beenmoved to the
Assureon server.
l Leave files – Leaves files in their original location after they have been stored. Use this option if users
need a local copy of the files for reference or if they plan to edit them.

l Delete files – Deletes files from their original location after they have been stored. Files can only be
read or restored using the Restore Files and Search pages or the Assureon Explorer.

l Replace with shortcuts based on disk space – Leaves files in their original location. Files are
replaced with shortcuts after available disk space falls below a specified threshold. The oldest files
are shortcutted first. Works with the shortcut management feature.

l Replace with shortcuts – Shortcuts original files after they have been stored. The shortcut is placed
in the same location as the original file. When a file is accessed via a shortcut, andmodified, it must
be saved under a different name.
The following "Days after" options turn original files that have been stored and left in their original
location into shortcuts after a specified period and type of inactivity. To turn the inactive files into
shortcuts, run the Synchronization utility after the specified number of days. One or both options may
be specified.

Click theNext arrow to continue.

Chapter 5: Using theWatch Creation wizard
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Verifying and applying your settings
Verify your settings to ensure that the environment is configured as expected.
1. Do either of the following:

l Click theApply button to apply the new settings, or

l If you need tomake any changes, click theBack arrow to return to the panel that needs to be fixed.

Figure 5-2: Watch configuration settings

2. Click theNext arrow to return to theConfiguration wizard.

Verifying and applying your settings
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